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Figure 1: Our VR privacy tutorial consists of two role-playing sessions: data collection (Session 1), and data utilization and 
distribution (Session 2). Users, colored in magenta, (a) serve as data channels between VR devices, VR contents, and third 
parties. Users are asked to (b) catch balls with VR data inside, (c) check the data by name and example image, and throw those 
to designated destinations. 

ABSTRACT 
Virtual Reality (VR) has potential vulnerabilities in privacy risks 
from collecting a wide range of data with higher density. Various de-
signs to provide information on Privacy Policy (PP) have improved 
the awareness and motivation towards privacy risks. However, most 
of them have focused on desktop environments, not utilizing the full 
potential of VR’s immersive interactivity. Therefore, we proposed 
a role-playing mechanism to provide an immersive experience of 
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interacting with PP’s key entities. First, our formative study found 
insights for PP where VR users had limited awareness of what 
data to be collected and how to control them. Following this, we 
implemented a VR privacy tutorial based on our role-playing mech-
anism and PP from of-the-shelf VR devices. Our privacy tutorial 
increased a similar amount of privacy awareness with signifcantly 
higher satisfaction (p=0.007) than conventional PP. Our tutorial 
also showed marginally higher usability (p=0.11). 

CCS CONCEPTS 
• Security and privacy → Usability in security and privacy; 
• Human-centered computing → Empirical studies in HCI; 
Virtual reality; Visualization systems and tools. 
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1 INTRODUCTION 
Privacy concerns are emerging in Virtual Reality (VR). VR packed 
with dense sensors, VR gears are capable of collecting a vast amount 
of information than before [1, 25]. Not only traditional text and 
image data generated from users, but VR could also further collect 
infringe personal biometric data (e.g., eye gaze, body movement, size 
of a hand, breathing pattern, and brain wave signal) [1, 16, 21, 34]. 
Those biometric data are invariable, unlike passwords or credit card 
numbers, hence risker. Also, biometric information could allow 
inferring of users’ thoughts and feelings [1, 11], which is further 
threatening human rights. Unlike non-VR environments, additional 
personal information could be extracted by combining biometric 
data and user’s environment data in the VR environment [10]. For 
example, Meta (former Facebook), who is operating a VR platform 
named Oculus series, is notoriety collecting user information and 
was recently fned $650 million for violating Illinois’ biometric law 
(BIPA) by collecting biometric data without the user’s consent [31]. 

Privacy Policy (PP) supposes to inform users about the details of 
collected data; most of them have poor user experiences (UX) from 
extensive use of jargon [15, 26]. Therefore, most users do not read 
them and press a consent button [4, 15] while unawarely provid-
ing personal information. Users struggle to demand compensation 
with database leakage accidents, contrary to GDPR article 82 [46] 
because they agreed to a PP they have not read. As we mentioned, 
PP in VR has more potential risks than regular services, while PP 
presented in VR is far less readable, which may escalate the problem 
[20]. We addressed this problem by gamifying PP in a role-playing 
game instead of presenting PP as-is inside VR. We expect gamif-
cation to increase users’ understanding of their privacy problems 
and provide better UX in general. 

In the following, we present a formative study consists of a semi-
structured interview and a drawing session to get users’ aware-
ness about using VR devices. A role-playing privacy tutorial was 
designed and implemented based on the corpus and diagrams ob-
tained from the qualitative feedback of the formative study. Finally, 
we conducted a preliminary user study for empirical validation to 
check whether the privacy tutorial would be able to improve the 
user’s awareness against the original PP in VR. 

2 BACKGROUND AND RELATED WORK 
We briefy review the prior works related to visualizing Terms of 
Service and Privacy Policy, security and privacy issues on VR, and 
the role-playing method’s efcacy. 

2.1 Visualizing Policy 
‘Notice and choice’ are two cores of the privacy policy [47]. ‘No-
tice’ is a policy presentation (e.g., Terms of Service, Privacy Policy), 
and ‘choice’ is users’ agreement on the presented policy. Policy 
documents mostly consist of jargon and long sentences; therefore, 

alternative visualization of policy has been tried [17, 38, 45]. Vi-
sualizing policy gains more user attractiveness, stimulation, and 
novelty, and more policy viewing time [38]. PPs presented in VR 
have the same problem, and the existing visualization solutions 
are less efective because of the many confounding factors such as 
location, angle, and depth of elements around the user, as well as 
poor readability within VR environment [20]. As a new alternative 
design, we propose a role-play-based solution that could increase 
usability by interacting with elements directly rather than a passive 
reading experience. 

2.2 Security and Privacy Risks of VR 
VR devices possibly threaten user privacy further than other per-
sonal gears. They could collect richer high-fdelity information, 
like always-on external cameras, motion sensors, and even bio-
metric sensors [16, 35, 39, 42]. Those biometric data such as eye 
movement and breathing patterns might be used to infer additional 
information such as health information and interest of users [10]. 
For instance, [42] showed that eye movement could be used to infer 
gender, age, and users’ interest in a scene. Furthermore, breath-
ing pattern of users could be utilized to provide feedback in a VR 
exercising game [21]. 

Crimes in a data-rich VR environment could be even more severe 
than other crimes on a traditional personal computer. VR is more 
resembling real-world and possibly induces deeper emotions in 
users [18, 33, 48], as well as physical harms [50]. Also, passing 
sensitive personal information to third-party [25], which are often 
included in PP agreements, could further threaten users [35]. 

2.3 Efcacy of Role-playing Method 
Role-playing is used in the psychotherapy, education and enter-
tainment [5, 9, 19, 29, 32]. The user is immersed in the role as the 
user thinks and acts according to the given environment when they 
play the role [29]. In psychological therapy, it has been shown that 
this immersion can improve subjects’ emotional awareness [22]. 
Such role-playing in specifc situations can positively or negatively 
impact users [5, 29]. 

In this research, we compare a gamifed role-playing privacy 
tutorial of PP against regular text-based PP. We expect the gamifed 
PP to improve poor user experience and better understand privacy 
threats lurking inside PP. 

3 FORMATIVE STUDY 
Before developing a role-playing privacy tutorial, we frst needed 
to understand users’ awareness of privacy concerns on VR. We ex-
tracted users’ mental models about VR privacy to fnd key potential 
factors and supplemented them through the tutorial introduced in 
the following section. A formative study was conducted with nine 
participants (age M=22.33, SD=2.00, fve males and four females) 
recruited from a local university. Four participants were never ex-
perienced VR (inexperienced users) and fve participants had VR 
experience at least once (experienced users). 

3.1 Formative Study Design and Procedure 
We designed a two-session study to obtain a mental model of users’ 
general ideas and privacy concerns on VR. A session consisted of 
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a semi-structured interview and drawing exercise on a presented 
topic. We designed the semi-structured interview following Huang 
et al.’s approach [14]. All sessions were audio-recorded to analyze 
qualitative data. One session took an hour on average. 

In the frst session, we asked “Could you describe your understand-
ing of how the VR device works?”. They drew their understanding of 
how the VR device works (see the mental model drawing example 
part of supplementary materials for details). Then, the participants 
described their drawings and highlighted the critical points. After 
the drawing session, we interviewed to understand participants’ 
general idea of VR. We asked questions about the usage of VR 
devices, knowledge of VR devices, where to use VR devices, and 
general concerns with VR devices. 

In the second session, we asked “Could you describe your un-
derstanding of privacy concerns in the VR device?”, and a similar 
procedure to the frst session proceeded. In the interview, we asked 
about features of VR devices that bother participants, access to 
third parties, data protection towards VR devices, data collection 
through VR devices, data control, and reasons to trust or not to 
trust companies. We also asked experienced users questions about 
their experience on reading Privacy Policy (PP). To prevent bias on 
participants’ privacy concerns, we did not ask about privacy issues 
that participants did not mention during the interview. See the 
formative study guide part of supplementary materials for details 
of the formative study design. 

3.2 Formative Study Result 
We analyzed the corpus extracted from the interviews and drawings 
based on qualitative content analysis [28] to fnd the codes and the 
relations among them. We used open coding to fnd the primary 
thoughts of each participant in the study. After that, we used axial 
coding to combine participants’ thoughts and fnd general insights 
on VR privacy concerns. 

We found four major topics and analyzed them in the formative 
study (see the table of formative study analysis results part of sup-
plementary materials for details). 
(1) We analyzed participants’ common knowledge of VR privacy 
problems. Most participants were able to mention personal data 
collected by VR content providers and companies. However, all they 
mentioned were common data, which could be also collected by 
an ordinary mobile devices. No participants mentioned VR-specifc 
data such as body tracking, interaction, and 3D surrounding envi-
ronments for collision prevention [1]. Some participants mentioned 
that cyberattacks might occur towards VR. 
(2) We analyzed their common thoughts over VR privacy prob-
lems. We found that most participants were not aware of or did not 
concern about VR privacy problems and potential privacy issues. 
Interestingly, even though some participants mentioned discomfort 
towards collecting personal information, most of them said they 
felt no control over what data to collect. We found out that several 
participants had a passive attitude towards privacy problems. 
(3) We analyzed the user perception on content providers and com-
panies. We found that participants had naive understanding of 
collected data protection. They trusted VR content providers and 
companies. Moreover, most participants said that third parties were 
not accessible to their personal data except for a particular case. 

(4) We analyzed the usability problems in Privacy Policy (PP) in 
VR. We found that every participant did not read and understand 
current PP despite the importance of privacy and data collection 
problems. Most participants mentioned they did not feel the cur-
rent PP was valuable and helpful. This led us to design interactive 
tutorials for immersive in VR to supplement the original PP. 

We concluded that participants had insufcient knowledge and 
motivation to take action about potential privacy risks in VR, and 
conventional PP in VR is limited to aid this problem. These fndings 
align with what existing literature [10, 13] have proposed implying 
that conventional PPs of other digital media are difcult to mitigate 
risks in VR due to its immerse nature. Based on our fndings, we 
derived three main insights for our implementation to (1) increase 
users’ privacy awareness about data collection and utilization in 
VR, (2) provoke motivations for self-defense towards VR privacy 
issues, and (3) provide an immersive environment for the more 
comfortable understanding of PP. 

4 IMPLEMENTATION 

4.1 Role-playing Tutorial 
From the formative study, we found that awareness of what data 
is collected and how to control its range is the critical issue of 
PP. Also, people struggled to understand how their private data 
spreads within a system. Our design follows the idea of visualiz-
ing policy for better awareness [17, 38, 45], and further leveraging 
full modalities of the VR environment by adopting role-playing 
methods. Role-playing allows participants to experience diferent 
perspectives [29, 44] and encourages critical thinking and creativity 
[5]. Also, physically embodied designs ofer afordances for aiding 
in the meaning-making process [30, 36, 37]. Therefore, we expect 
the role-playing method to provide a more ‘interactive’ way of un-
derstanding what data might be collected while using VR, achieving 
better understanding and awareness of privacy concerns in VR. 

4.2 Tutorial Design 
The role-playing scene consists of a user avatar, VR contents, data 
center, content providers, and third parties (see Figure 1) as entities. 
Participants serve as a medium to transfer privacy data between the 
components during tutorial sessions. Each privacy data is abstracted 
as a ball (data ball); participants can hold or toss it using their 
controllers. We defned a list of privacy data (keywords), tutorial 
sessions, and entities based on Oculus Privacy Policy [25]. 

We divided our VR privacy tutorial into two sessions: one for 
data collection; and the other for the utilization and distribution of 
collected data (see Figure 2). Each session requires participants to 
deliver data balls consecutively from one entity to another. Each 
data ball has a randomly assigned keyword, determining the desti-
nation entity. Participants are instructed to (1) grab each data ball, 
(2) read data keyword inside it, and (3) throw it into the designated 
entity or discard it by dropping it to the ground. When all keywords 
are successfully collected, the session fnishes. 

We selected keywords for both sessions from Oculus PP: Ses-
sion 1 (Physical Features, Avatars, Voice Interactions, Environmen-
tal Data, Movement Data, and Info from Third Parties), and Session 2 
(XR Features, Avatars, Social Features, Voice Interactions, and In-
app Activity). We also presented each data keyword as an image to 
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Figure 2: Overview of the transmission of personal data during our privacy tutorial. Private data from VR users are collected 
into VR content. After then, those data are utilized by the data center and distributed to content providers and third parties. 

invoke awareness in privacy data [12]. A virtual narrator provided 
verbal instructions (using Kakao Speech API [8]) in a controlled 
manner. 

4.2.1 Session 1: Data Collection. In this session, the participants 
observe what data is collected from VR users. They are guided to 
throw data balls generated from ‘VR users’ inside the hit range 
of ‘VR contents.’ Participants must throw data balls containing 
the keyword three times consecutively for each of the six data 
keywords used in this session. One of the two balls has the wrong 
keyword, forcing participants to check keywords each time they 
grab it. Therefore, in this session, participants are expected to read 
keywords 36 times (i.e., six keywords × three consecutive balls to 
throw × two expected times to check each keyword). Participants 
can learn diferent types of data collected by VR content, visual 
examples of those data, and our tutorial’s role-playing metaphor 
through this session. 

4.2.2 Session 2: Data Utilization and Distribution. In the second 
session, two destination entities (i.e., content providers and third 
parties) receive data balls from the data center. Since data balls are 
assigned to one destination, participants are forced to keep in mind 
(1) what data keyword to throw and (2) where to throw. Figure 2 
shows what keywords we used for the two entities; we defned 
seven tasks as pairs of keyword and destination entity. Therefore, 
participants are expected to read keywords 42 times (i.e., seven 
tasks × three consecutive balls to throw × two expected times to 
check each keyword). Through this session, participants can learn 
diferent types of private data that might be utilized and distributed 
by VR content providers, visual examples of those data, and their 
destination. 

5 PRIVACY TUTORIAL USER STUDY 
We conducted a preliminary user study to evaluate the efcacy 
of the privacy tutorial. We recruited fourteen participants (age 
M=24.14, SD=1.46, 12 males and 2 females, native Korean speakers) 
from a local university. They were paid USD $10 equivalent for the 
participation. The University Internal Review Board (IRB) approval 
was obtained. 

5.1 Experiment Condition 
The study used a between-subjects design with two conditions: 
Privacy Policy (PP) and Privacy Tutorial (PT). In the PP condition, 
participants read a PDF fle containing Oculus’s PP downloaded 
the Oculus Data Policy website [25] on a 13-inch monitor for 10 
minutes. The PP contents were written in Korean and presented 
in 12pt font. Participants were able to rescale the size of the PDF 
fle if they were necessary. To match with PT condition, we high-
lighted eleven keywords (e.g., Physical Features, Avatars, Voice 
Interactions, Environmental Data, Movement Data, Info from Third 
Parties, XR Features, Avatars, Social Features, Voice Interactions, 
and In-app Activity) used in the PT condition. In PT condition, 
participants wore Oculus Quest and played our privacy tutorial 
system implemented with Unity engine. The participants played 
the two sessions (data collection and data utilization & distribution 
– check Section 4.2 for the details). 

5.2 Measurement 
We performed qualitative and quantitative analysis. For qualitative 
analysis, participants drew and explained their mental models about 
VR privacy problems before and after the study, similar to the for-
mative study. For quantitative analysis, participants answered ques-
tionnaires about privacy awareness before and after the experiment, 
and they answered another set of questionnaires (usability, satis-
faction, and burden) after the experiment. The questionnaires were 
designed based on existing literature [2, 6, 7, 23, 24, 27, 40, 43, 49], 
and a 7-point Likert scale (1 as strongly disagree, and 7 as strongly 
agree) was used (see supplementary materials for details). We used 
Wilcoxon Signed Rank Test to compare privacy awareness scores 
between pre and post-study. We used Mann Whitney U Test to com-
pare the scores between the conditions for other questionnaires. 

5.3 Procedure 
After welcoming participants, we introduced the general informa-
tion and process of the study. After the participants understood the 
process and agreed with the study, we randomly assigned either 
PP or PT conditions. 

Pre-study Session. Before the main study, we asked a question 
“Could you describe your understanding of privacy concerns in the VR 
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(a) 

(b) 

Figure 3: (a): Mean score of participants’ privacy awareness 
before experiment and after experiment, (b): Usability, satis-
faction, difculty of use, and burdens in Privacy Policy and 
Privacy Tutorial, *: p < 0.05, **: p < 0.01 

device?” and participants drew and explained their mental models 
about VR privacy concerns based on the question. After the drawing 
session, they answered 7-point Likert scale questionnaires about 
privacy awareness. 

Main-study Session. Each participant performed the main ex-
periment with their assigned condition (PP or PT). PT condition 
cost around 10 minutes on average, with some variance depending 
on the diferent skills of participants. We also assigned 10 minutes 
for PP condition to read the Privacy Policy document displayed on 
the screen. 

Post-study Session. After the main experiment, the partici-
pants drew and explained their mental models about VR privacy 
concerns. Subsequently, they answered another 7-point Likert scale 
questionnaires about their privacy awareness and their experiment 
condition’s quantitative measures (usability, satisfaction, and bur-
den). 

5.4 Results 
5.4.1 Qantitative Results. Before getting into the main analysis, 
we calculated Cronbach’s alpha (α ) for each set of questionnaires. 
Since α > 0.60, we concluded that the questionnaires were an-
swered consistently and were valid for the statistical analysis. 

First, we analyzed privacy awareness (α = 0.93) scores between 
pre and post-study with Wilcoxon Signed Rank Test (see Figure 3a). 
In the PP condition, the privacy awareness of post-study was higher 
than that of pre-study, but there was no signifcant diference (V = 
7, p = 0.52). In the PT condition, the privacy awareness of post-
study and the privacy awareness of pre-study was no signifcant 
diference (V = 13, p = 0.94). As a result, there were no signifcant 
diferences in the privacy awareness between pre and post-study 
in both PP and PT. 

Second, we compared usability (α = 0.88) and satisfaction (α = 
0.92) of PP and PT with Mann Whitney U Test (see Figure 3b). In 
usability, the PT condition was higher than the PP condition, but 
there was no (or marginal) signifcant diference (W = 37.5,p = 
0.11). In satisfaction, the PT condition was signifcantly higher 
than PP condition (W = 46, p = 0.007). Although there was no 
signifcant diference in usability, the satisfaction in PT is higher 
than in PP. A positive efect could not be confrmed in usability, but 
a positive efect could be confrmed in satisfaction. 

Finally, we compared the burden of PP and PT with the Mann 
Whitney U Test (see Figure 3b). The burden consisted of difculty 
of use (α = 0.67), mental burden (α = 0.90), and physical burden (α 
= 0.93). In the difculty of use, the PT condition was lower than 
the PP condition, but there was no signifcant diference (W = 
17.5, p = 0.40). In mental burden, the PT condition was lower than 
the PP condition, but there was no signifcant diference in the 
two conditions (W = 12.5, p = 0.12). In physical burden, the PP 
condition was signifcantly lower than PT condition (W = 44, p = 
0.01). This means that PT is more physically demanding than PP. 

5.4.2 Qalitative Results. We analyzed interview corpus, and men-
tal model results of participants through qualitative content analysis 
[28]. Subsequently, we found diferences in participants’ mental 
models before and after the study. 

Personal Thoughts about VR. In the pre-study session, some 
participants (N=3 in PT, N=1 in PP) did not think about personal 
information and data leakage. P1 (PT) said, “I did not think personal 
information would be exposed.” Furthermore, many participants 
(N=3 in PT and N=4 in PP) did not know what was happening with 
VR. For instance, P10 (PP) said, “I do not know what will happen 
if I use VR devices.” In the post-study session, some participants 
mentioned that restrictions against VR were not established as 
those in real life (N=2 in PP). P12 (PP) said, “I do not think sanctions 
in VR have been established as much as those applied in real life.” 

Collection and Usage of Data towards VR. In the pre-study 
session, a few participants (N=1 in PT, N=3 in PP) mentioned that 
VR device collects personal information such as voice, video, and 
motion data without consent. Also, a few participants said that 
VR companies use data for customized advertisement (N=2 in PT, 
N=3 in PP). P9 (PP) mentioned, “VR is more advantageous to do 
personalized advertisements than PC because it could collect the 
whole set of movements and tastes.” Some participants thought 
there were no privacy problems towards VR (N=1 in PT, N=3 in 
PP) and that the personal data was not meaningful. P6 (PT) said, 
“I think it is meaningless to collect individual activities or access 
records.” However, in the post-study session, participants’ perspec-
tives difered from the pre-study interview. First, many participants 
(N=5 in PT, N=7 in PP) recognized that VR device collects personal 
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information such as voice, video, and motion data without consent. 
For example, P6 (PT) said, “I think VR companies collect much 
information at once.” Also, they mentioned that VR companies use 
data for customized advertisements. Some participants (N=2 in PT, 
N=3 in PP) were concerned about the abuse of data and centralized 
data management of VR companies. P10 (PP) said, “I think it is bad 
for companies to control information from VR devices.” 

Access of Third Parties. In the pre-study session, all partici-
pants did not mention the usage of data and information towards 
third parties. However, in the post-study session, many participants 
(N=5 in PT, N=4 in PP) understood third parties’ access to data. 
They said that personal information could be provided to third 
parties or VR contents provider. P9 (PP) said, “It comes to mind 
that information can be shared with a considerable number of third 
parties.” Few participants (N=1 in PT, N=1 in PP) were concerned 
about third parties’ data abuse. P7 (PT) said, “I think VR devices 
and users can interact to exchange information, and third parties 
can abuse information.” 

Based on the quantitative results and qualitative results, we 
might say that our role-playing privacy tutorial (PT) could provide 
higher satisfaction than Privacy Policy. Also, we confrmed the 
result of analyzing qualitative data that PT could make a little bit 
of a privacy awareness change. 

6 DISCUSSION & LIMITATION 
This paper shows that the role-playing methodology for the Privacy 
Tutorial (PT) brings awareness to the users similar to the current 
Privacy Policy (PP) but with higher satisfaction and marginally 
better usability. The PT could expect efcacy and motivation in 
the real world. Because when working with mental workloads, the 
more diversely interactive environment of a VR rather than PCs 
positively impacts achievement and motivation [41]. 

There are several limitations that can be improved in future 
work. First, we recruited fewer subjects than the number of sub-
jects recommended by the HCI community [3], which possibly led 
to the lower signifcance in the statistical analysis on usability and 
mental burden scores. We will derive more generalized results in 
future work with larger number of participants [3]. We also used 
a homogeneous sample with almost similar technical experience 
because participants were recruited from the local university. In 
future work, we need to recruit people with various backgrounds 
to adapt the research result to the real world. Second, several partic-
ipants reported lower acknowledgment scores after experiencing 
the PP or PT; this might be due to their genuine thoughts, or their 
standards for the Likert scale were shifted. This phenomenon can 
be reexamined with a post-study survey showing pre-study survey 
results each participant submitted. Third, we made an artifcial 
environment for the experiment. These could not generalize the 
situation where the user reads the original PP or plays PT using VR. 
Specifcally, during our user study, participants who read PP were 
not allowed to do any more than reading the documents for their 
given time, which does not represent the natural interaction to PP. 
Finally, currently our PT was implemented without a proper sys-
tematic design method. We would use the iterative design method 
to improve the PT to make various and better prototypes in future 
work. 

Our work examined the efectiveness of utilizing the role-playing 
method of presenting PP in VR. Our preliminary research showed 
that the role-playing method positively afected the user experience. 
We would further improve the poor user experience of PP in VR by 
conducting a more precise and in-depth study design in the future. 

7 CONCLUSION 
This work addresses the usability of role-playing methodology with 
a metaphor of physical embodiment for privacy tutorials of VR. We 
collected the mental models of experienced and inexperienced VR 
users regarding privacy and security issues. Interestingly, we found 
that even though most users knew their personal data are collected 
while using VR, no one could mention one VR-specifc type of data 
not collectible from ordinary mobile devices. We also found that 
no experienced VR users had read their VR contents or devices’ 
Privacy Policy (PP). We designed and implemented a role-playing 
privacy tutorial game based on the interview results where users 
can interact with virtual objects containing each type of VR data. 
Compared to the conventional text-based PP, our privacy tutorial 
could make users aware of the privacy issues as much as PP but 
higher satisfaction (p=0.007) and higher usability (with marginal 
signifcance p=0.11). 

Considering the multi-modal and high dimensional nature of 
VR data, our work acknowledges the need for a more interactive 
and more accessible way to increase user awareness of how private 
information is collected from VR and utilized. Our formative study 
suggests that VR users might know less than their thoughts about 
what types of personal data VR devices can collect. We suggest 
a role-playing methodology may be utilized to aid this need and 
provide more improved satisfaction with less mental burden and 
difculty of use than Privacy Policy. 
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